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ACCEPTABLE USE POLICY

This Acceptable Use Policy (AUP) governs the use of the services offered by Cubbit S.r.l. to users ("Services"). You agree that
you will not use or allow others to use the Services for any such purpose:

● Illegal activities: illegal, unlawful activities are strictly prohibited. This includes, but is not limited to:
○ The creation, representation, promotion or reference in any form to the sexual exploitation of minors,

child abuse, terrorism, incitement to violence or any act that may cause death or physical or
psychological injury to individuals or groups of individuals.

○ Spamming, phishing, hacking, distribution of malware or other malicious software, or the creation or
distribution of botnets.

○ Use of the Services for the distribution of controlled substances, weapons trafficking or other activities
related to organised crime.

○ Use the Services to share or distribute content that violates export control laws, economic sanctions or
other international regulations.

● Intellectual property violation: Infringe the intellectual property rights of others, including uploading, sharing or
distributing content that infringes intellectual property rights, such as patents, trademarks, copyrights or trade
secrets.

● Offensive or discriminatory Content: Disseminate Content that is defamatory or offensive to third parties or that
incites hatred, discrimination or violence against individuals or groups on the basis of race, ethnicity, nationality,
religion, gender, sexual orientation, disability or any other status protected by law.

● Financial Fraud: Any fraudulent or deceptive activity involving, but not limited to, identity theft, credit card fraud,
Ponzi or pyramid schemes, money laundering, or other forms of financial crime.

● Unauthorised commercial activities: Unauthorised commercial activities, such as unsolicited advertising or to
promote illegal products or services.

● Abusive Use of Resources: Use of the Services in a manner that could overburden, interfere with, or disrupt the
normal operations of Cubbit or any third party is prohibited. This includes, but is not limited to: excessive use of
bandwidth, CPU, storage space or other resources in excess of the limits set forth in the Terms of Service..

● Security Breach: attempting to breach the security or integrity of the Services, including, but not limited to,
unauthorised access, interference with other users or networks, DDoS attacks, or any other form of intrusion or
attempted penetration of systems without the express permission of the provider, unless such activity is carried out
by adhering to Cubbit's bug hunting or vulnerability disclosure program.

Cubbit reserves the right to investigate any suspected violation of this AUP and to remove or disable access to content that is
deemed in violation o f the AUP. Users agree to cooperate with Cubbit to remedy any reports of violations.


